INTERRUPTIONS
USING EDK 9.1 IN THE ML403 BOARD

The following tutorial describes the usage of interruptions in the ML403. More specifically, the usage of the interrupt controller and the registers associated with the interrupts in the PowerPC405 are explored.
The contents of this tutorial are the following:

1) Description of the interruptions in the PowerPC and the table of exceptions.

2) Description of the OPB Interrupt Controller
3) Description of the Machine State Register and other registers.
1) Description of the interruptions in the PowerPC and the table of exceptions.

The PowerPC architecture provides an interrupt mechanism to allow the processor to change state as a result of external signals, errors or unusual conditions arising in the execution of instructions. [1]
First of all, it is important to know the relationship between exceptions and interruptions. An exception is an event detected by the processor which sometimes requires taking action by software; these exceptions could be externally triggered by hardware or internally triggered by software. On the other hand, interrupts are automatic control transfers that occur as a result of an exception. For that reason when an exception occurs, the processor suspends execution of the program to interrupt the system. [2]
The following table shows the exceptions associated with the PowerPC405. In the next tutorial, the external exception and the programmable interval timer are going to be used.
	EXCEPTION
	OFFSET
	CLASSIFICATION

	System Reset
	0x00100
	Critical

	Machine Check
	0x00200
	Critical

	Data Storage 
	0x00300
	Noncritical

	Instruction Storage
	0x00400
	Noncritical

	External
	0x00500
	Noncritical

	Alignment
	0x00600
	Noncritical

	Program
	0x00700
	Noncritical

	Floating-Point Unavailable
	0x00800
	Noncritical

	System Call
	0x00C00
	Noncritical

	APU unavailable
	0x00F20
	Noncritical

	Programmable Interval Timer
	0x01000
	Noncritical

	Fixed Interval Timer
	0x01010
	Noncritical

	Watchdog timer
	0x01020
	Critical

	Data TLB miss
	0x01100
	Noncritical

	Instruction TLB Miss
	0x01200
	Noncritical

	Debug
	0x02000
	Critical


Table 1 Vector Exception table

Figure 1 shows the signals that are associated with the interrupts in the PowerPC. Note that there are two input signals associated to the PowerPC external interrupts. The first one is the EICC405CRITINPUTIRQ and the second one is the EICC405EXTINPUTIRQ.
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Figure 1 EIC Interface block symbol.
When EICC405CRITINPUTIRQ is ‘1’, that indicates that the external interrupt controller is requesting that the processor block respond to an external critical interrupt. Note that this signal could be connected to a peripheral or to the interrupt controller like the OPB INTC that will be explained later. The other signal, EICC405EXTINPUTIRQ, is similar to the one described before, but in this case the external interrupt is noncritical. Both signals need to be de-asserted by software.  

As it was explained before, the signal for the external interrupt in the PowerPC could be connected to a peripheral or to the interrupt controller. The advantage of using an interrupt controller is that one can connect more than one interruption to the PwerPC. The ML403 has two different interrupt controllers: OPB INTC and the DCR INTC. The first one is connected to the PLB bus by intermediate of the OPB bus while the second one has a direct connection to the processor.
Note: In this part, it is important to mention that if the interrupt signal is edge sensitive, the interrupt controller must be used since the PowerPC interrupt ports are level sensitive only.

Two interrupt controllers can be used as it has been explained before. In spite of the DRC INTC being connected directly to the processor, the usage of this controller has the following limitations:
· Software must be run in privileged mode.

· Requires the use of special C function headers or inline ASM.

· Requires an additional 16KB of memory for data storage.
For the previous reasons, the next part of this tutorial describes the OPB INTC and explains how to configure it. 
2) Description of the OPB Interrupt Controller

The interrupt controller is used to expand the number of interrupt inputs available in a CPU. Another advantage of using it is that it also assigns priority levels to the interrupts. There are two main interrupt request mechanisms used by CPUs: Auto-vectoring interrupt schemes and Hard-vector interrupt schemes. The first one provides an interrupt request signal to the processor and during the interrupt acknowledgement cycle the interrupt controller provides all or some part of the address of the interrupt service routine. The second one provides one or more fixed locations in memory, one for each interrupt request input, or one location for all interrupt inputs. [3]
For this particular case, the interrupt controller is working like the hard vector mode but the pointer to the interrupt vector table is programmable by software. The features provided by this module are:
· A vector position determines the priority between interrupt requests.

· It is designed to be connected to the OPB bus.

· The data bus width could be of 8-bits, 16-bits or 32-bits

· The number of interrupts is configurable.

This module has some registers that are necessary to be configured in order to obtain a successful interrupt process. The following table shows the map address of those registers.
	REGISTER
	MODE
	ADDRESS
	DESCRIPTION

	ISR
	Read/Write
	0x00
	Interrupt Status Register

	IPR
	Read 
	0x04
	Interrupt Pending Register

	IER
	Read/Write
	0x08
	Interrupt Enable Register

	IAR
	Write
	0x12
	Interrupt acknowledge register

	SIE
	Write
	0x16
	Set Interrupt Enable bits

	CIE
	Write
	0x20
	Clear Interrupt Enable bits

	IVR
	Read
	0x24
	Interrupt Vector Register

	MER
	Read/Write
	0x28
	Master Enable Register


Table 2 Register and Base Address Offsets.
ISR: This read-only register indicates the presence or absence of an interrupt signal. When a bit is ‘1’ the interrupt occurs in the signal associated with this bit, otherwise the interrupt does not occur. It is important to know that by software, the register can be written and in this way an interrupt can be generated for testing. To do so, the Hardware Interrupt Enable of the MER register is set to ‘0’ otherwise the register is only readable. For this case, the MER is going to set to ‘1’ since this mode is not required yet.
Note: This register is configured in Big-Endian Data Type so the first interrupt is associated to the bit 31.

IPR: This is an optional register that also indicates the presence or absence of an interrupt signal but only of those interrupts that have been enabled by the IER. In other words, this register is the logical AND between ISR and IER that is described below.
IER: For the interruption case, this register is very important since it enables or disables the corresponding interrupt input signal. To enable an interrupt signal, the value ‘1’ has to be written in the bit that corresponds to the desired interrupt; otherwise the interrupt signal is disabled. Note that only existing interrupts could be active. For example if only one interrupt source is implemented, bit 31 is associated with it so that none of the bits 0 to 30 can be activated since they are not associated to any interrupt signal. This register is also read mode.
The following figure shows the distribution in this register, where
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. This distribution is the same for the registers IR, IPR, IAR and CIE.
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Note: Disabling an interrupt is not the same as clearing it. For this purpose, another register is needed.
IAR: It was mentioned before that disabling is not the same as clearing an interrupt. The purpose of this register is to clear the interrupt request associated with the selected interrupt inputs. To clear it, a ‘1’ is written in the position that is needed. Note that to mask the other interrupts that do not need to be cleared, a ‘0’ must be written. 

SIE: This is an optional function that the interrupt controller has. This is a location used to set IER bits in a single atomic operation instead of using a read/modify/ write sequence. This register will not be used in this tutorial.

CIE: This is also an optional function of the OPB INTC but instead of setting the IER bits, this clears the IER bits.
IVR: This is a read-only register that contains all the interrupts associated to the PowerPC. The distribution is the same as the one of IER. Note that the activation in this case is given by a ‘0’ in the correspondent bit; otherwise the bit contains a ‘1’.

MER: In this register only two bits are used: the Master Enable (ME) bit and the Hardware Interrupt Enable (HIE) bit. Those bits are in the position 31st and 30th of the MER, respectively.
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HIE bit is set to ‘1’ to enable the hardware interrupts as it was specified above; otherwise the software interruption are enabled. On the other hand, the ME bit is set to ‘1’ to enable all the interrupts and in this way, to enable the IRQ.

Now that all the registers in the OPB INTC have been described, the following paragraphs explain the considerations that are needed to perform a successful interruption.
First, using the IER register, the required interruptions are enabled. Then the IRQ is enabled writing a ‘1’ into the ME bit of the MER. Finally, if no more software interruptions are needed, the HIE bit of the MER is set to ‘1’. Note that this is the last step since, once the hardware interruptions are set, the software interruption could not be enabled again.

It is important to mention that within the interrupt subroutine the master interrupt enable bit has to be disabled in order to clear the ISR with IAR. By doing so, the interrupt will not remain active once the interrupt service routine has been executed. Also note that for the interrupt to work properly, it has to be re-enabled at the end of the interrupt subroutine.

Once the OPB INTC is configured with the requirements of the user, the following step is to configure the machine state register. To do so, the following paragraphs describe the MSR and show how to configure it.
3) Description of the Machine State Register (MSR)
The machine state register defines the state of the processor. For that reason the MSR controls processor core functions such as the enabling or disabling of interrupts and address translation. This registers has 32 bits and its distribution is shown below. [4]
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Note that there are some bits that are not used and other that are not used for the interruptions. The bits that are used for interruptions are described below.
CE (Critical Interrupt Enable): as its name indicates, the critical interrupts are enabled with this bit. To do so, the CE bit is set to ‘1’, otherwise the interrupts are disabled.

It is important to mention that this bit also controls the watchdog timer first time-out interrupt.
EE (External Interrupt): When this bit is asserted (‘1’), the asynchronous interrupts are enabled. This bit controls noncritical interrupts such as: UART, Programmable Interval Timer (PIT) and Fixed Interval Timer (FIT) interrupts
ME (Machine Check Enable):  The machine check interrupt is enabled when this bit is set to ‘1’.

DWE (Debug Wait Enable): The debug wait mode is enabled when this bit is set to ‘1’.

Note: To write or read the MSR register, special commands in assembler are used. The mfmsr and the mtmsr are used to read/write from/to MSR, respectively.
When an interrupt occurs, it is important to know that the content of the MSR is stored in a special register called the Save/Restore register. Note in the following graph that not only the MSR register is stored in these kinds of registers; the value of the PC is also stored. In the following figure another register called EVPR appears for the interruption flow.  
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Figure 2 PowerPC Interrupt flow.
The Exception Vector Prefix Register (EVPR) stores the base address for the exception vector table specified above. For example if an external interrupt occurs, the PC is load with the value of the EVPR + 0x500. For the EVPR, there are two opcodes: mtspr to write the value of a register in the EVPR and mfspr to write the value of EVPR in a register. These opcodes are designed to write and read any special purpose register of the PowerPC405. The syntax on both cases is shown below.
mtspr SPRN,RS
mfspr RS,SPRN  
where RS is the GPR to which the contents of SPRN are transferred for the command mfspr and the reciprocal happens for mtspr. Unfortunately, the assembler compiler does not recognize the label of the SPRs. For that reason, the values associated to this registers are used instead of their labels. The EVPR is assigned the value 0x3D6. The values of all the SPRs can be found in Table 21.2 of [4]. 
Finally, it is important to mention that in the interrupt process the values of the states and registers of interest must be saved if they are going to be used later.
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